Despite recent guidelines promoting online professionalism, consequences for specific violations by physicians have not been explored. In this article, the authors gauged consensus among state medical boards in the United States (response rate, 71%) about the likelihood of investigations for violations of online professionalism by using 10 hypothetical vignettes. High consensus was defined as more than 75% of respondents indicating that investigation was "likely" or "very likely," moderate consensus as 50% to 75% indicating this, and low consensus as fewer than 50% indicating this.
Despite recent guidelines promoting online professionalism, consequences for specific violations by physicians have not been explored. In this article, the authors gauged consensus among state medical boards in the United States (response rate, 71%) about the likelihood of investigations for violations of online professionalism by using 10 hypothetical vignettes. High consensus was defined as more than 75% of respondents indicating that investigation was "likely" or "very likely," moderate consensus as 50% to 75% indicating this, and low consensus as fewer than 50% indicating this.
Four online vignettes demonstrated high consensus: Citing misleading information about clinical outcomes (81%; 39/48), using patient images without consent (79%; 38/48), misrepresenting credentials (77%; 37/48), and inappropriately contacting patients (77%; 37/48). Three demonstrated moderate consensus for investigation: depicting alcohol intoxication (73%; 35/48), violating patient confidentiality (65%; 31/48), and using discriminatory speech (60%; 29/48). Three demonstrated low consensus: using derogatory speech toward patients (46%; 22/48), showing alcohol use without intoxication (40%; 19/48), and providing clinical narratives without violation of confidentiality (16%; 7/48).
Areas of high consensus suggest "online behaviors" that physicians should never engage in, whereas moderate-and lowconsensus areas provide useful contextual information about "gray areas." Increased awareness of these specific behaviors may reduce investigations and improve online professionalism for physicians. 
S
ince the earliest written codes of medical ethics, physicians have sworn to protect the public good with the maxim "first, do no harm" (1) . Although this paradigm is traditionally applied to clinical actions, new technologies and reframing concepts of medical professionalism suggest a need to apply this principle more broadly (2) . Ten years ago, policy from the Federation of State Medical Boards (FSMB) recognized the potential value of the Internet in health care delivery but cautioned that "physicians who provide medical care, electronically or otherwise, [should] maintain a high degree of professionalism" (3) . Since then, the widespread public adoption of social networking and social media has created new challenges for physicians, who are expected to maintain high standards of professionalism when they are online (4 -7) . Studies of social media use by medical students and physicians have highlighted unprofessional online content in categories including depicted intoxication, sexually explicit material, conflicts of interest, and violations of patient privacy (8 -10) .
Previous research by our group has shown that 60% of U.S. medical school deans had concerns about students posting unprofessional content in these categories (11) and that 71% of U.S. state medical boards have investigated physicians for violations of professionalism online in 1 or more of these categories (12) . To date, however, the likelihood of investigation for specific examples of violations in these categories has not been described.
The FSMB (13) and the American Medical Association (14, 15) have recently issued guidelines for maintaining professionalism when using social media; however, these guidelines do not address the range of likely professional consequences for specific violations. Therefore, we surveyed state medical boards in the United States to assess levels of consensus about likely investigations for several online behaviors presented as hypothetical vignettes.
High consensus can show clear examples of "never" online behaviors for physicians to avoid, especially given known patterns of board actions for "offline" breaches of professionalism in such areas as violation of patient confidentiality, alcohol abuse, and inappropriate relationships with patients (16, 17) . Low areas of consensus can drive further discussion to characterize context-dependent elements of "gray areas" that may constitute more serious breaches of professionalism and help physicians to recognize and avoid them. Moreover, the ease of posting usergenerated content online through social media may amplify the consequences of lapses in professionalism (6, 18) ; increased awareness among physicians about specific examples of online unprofessional conduct explored in these vignettes can contribute to a more robust concept of online professionalism among physicians.
METHODS

Study Design and Sample
In partnership with the FSMB, we assessed consensus among the 70 state medical and osteopathic boards responsible for licensure and discipline of physicians in the United States about investigation for violations of online professionalism by using 10 hypothetical vignettes. Surveys were sent to the executive director of each board, and we encouraged them to consult with other key staff, such as investigators and board members, in formulating responses. Only 1 survey was collected from each board. This study was granted exemption by the Institutional Review Board for Yale University School of Medicine, New Haven, Connecticut.
Vignette Content
We developed a self-administered online survey instrument with items assessing board characteristics and responses to vignettes demonstrating specific violations of online professionalism. We defined "violations of online professionalism" on the basis of descriptions used in previous studies of Internet use and professionalism (6 -12) and developed 10 vignettes with input from key informants to highlight online actions by physicians most likely to directly affect patients. These informants had experience as an executive director, board member, investigations unit manager, or senior legal counsel within a diverse, nationally representative sample of 10 state medical boards. Content for several vignettes was also drawn from actual incidents described in national media (19, 20) . Key informants piloted the final version of the survey to ensure clarity and quality. We also piloted the survey with clinicians and researchers at 3 institutions (Yale University, George Washington University, and the FSMB) to ensure appropriateness of content and face validity.
For each vignette, respondents were asked to assume that the online content was openly accessible to the public and resulted in a complaint to their medical board. They were then asked to rate the likelihood of further investigation at their board in response to the content presented. Response choices used a 4-point incremental scale from "very unlikely" to "very likely," with an additional option for "don't know." Respondents also could provide freetext comments on each vignette after choosing from these responses.
Data Collection and Analysis
Officials from the FSMB invited the executive directors of all 70 boards to participate in the study through e-mail. In 2 states, a single executive director presides over both the allopathic and the osteopathic boards, so there were 68 potential respondents. Reminder e-mails were sent at 2, 4, and 6 weeks, and phone calls were made to nonresponders after 8 weeks. Data collection took place between October 2010 and February 2011. No incentives were offered to complete the survey.
We analyzed the data with descriptive statistics and defined high consensus for investigation as more than 75% of respondents indicating "likely" or "very likely," moderate consensus as 50% to 75% indicating this, and low consensus as fewer than 50% indicating this. We viewed all respondents' free-text comments for each vignette and used negotiated consensus to choose illustrative quotations. The Appendix (available at www.annals.org) shows all comments, grouped by vignette.
RESULTS
Overall response rate to our survey was 71% (48/68), representing licensing boards from 38 of 50 states. These boards are collectively responsible for the medical licensure and discipline of 88% of the approximately 850 000 physicians with an active license in the United States in 2010 in jurisdictions populated by 273 million persons, or 89% of the U.S. population (21) .
Most boards in our sample (65%; 31/48) allowed reporting of complaints through the Internet. Only 12% (6/48) of boards indicated that they used social media to communicate with licensees, patients, or other parties. Seventy-three percent (35/48) reported that their board was "moderately concerned" or "very concerned" overall about violations of online professionalism ( Table 1) .
Online Professionalism Vignettes
Four vignettes elicited high consensus for investigation. The vignette showing misleading claims of clinical results on a physician's practice Web site received the highest consensus for further investigation (81%; 39/48), followed closely by images of patients posted to a Web site without explicit consent (79%; 38/48) ( Table 2 ). There was also strong consensus for investigation into misrepresentation of credentials on medical practice Web sites and use of an online dating site to interact with a patient (each at 77%; 37/48). Figure 1 shows specific content from the high-consensus vignettes.
Responses to 3 vignettes showed moderate consensus for investigation. The vignette depicting alcohol use with implied intoxication received the highest consensus for investigation within this subset (73%; 35/48) ( Table 2) . Five respondents clarified their response to this vignette with a free-text comment (Appendix). One stated, "We would need more information before deciding how to handle this report," and 2 respondents indicated specific context that might change their response: "Depends upon past issues with the Board" and "Unless one of the licensees was on probation or under investigation involving alcohol or substance abuse, etc."
Sixty-five percent (31/48) of respondents indicated that investigation was likely for the vignette demonstrating violation of patient confidentiality through online narrative description, and 60% (29/48) indicated that investigation was likely for the vignette depicting discriminatory speech toward patients online ( Table 2) . For the latter vignette, 2 respondents clarified their responses of "unlikely" with free-text comments: "Unlikely unless it appeared the physician deviated from the standard of care due to these beliefs" and "I say unlikely not because I don't think he deserves to be disciplined, but this is probably a case that the Attorney General's Office would never bring before us" (Appendix). Figure 2 shows specific content from the moderate-consensus vignettes.
Responses to 3 vignettes demonstrated low consensus for investigation. The vignette depicting derogatory speech SNS ϭ social networking site (for example, Facebook, Myspace, Match.com). * Ͼ75% of respondents indicated that investigation was "likely" or "very likely." † 50%-75% of respondents indicated that investigation was "likely" or "very likely." ‡ Ͻ50% of respondents indicated that investigation was "likely" or "very likely." More than 75% of respondents indicated that investigation was "likely" or "very likely." Photograph on the left ©iStockphoto.com/ ryangreysen; photograph on the right courtesy of Dr. Greysen.
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toward patients online received the highest consensus for investigation within this subset (46%; 22/48) ( Table 2) . One respondent added a comment for this vignette suggesting a noninvestigational response to the violation: "Possibly private letter of concern that this activity is risky and could go over the line at some point, and instruct the physician that he/she needs to be very careful as it could backfire" (Appendix). Only 40% (19/48) of respondents indicated that investigation was likely for the vignette depicting alcohol use online without intoxication, yet this vignette received the highest number of free-text comments among all vignettes. Several respondents indicated specific context that might change their response; 3 specifically referenced concerns about drinking in the context of active patient care duties: "Unlikely unless it appeared alcohol use interfered with the safe practice of medicine"; "We would just want to ensure the physician wasn't returning to work after drinking at the party"; and "Issue not drinking but drinking while practicing in office while dressed with medical garb." In addition, 1 respondent added specific context outside the scope of patient care that would influence the board's response: "Unless there were other incidents (driving under the influence of alcohol, for example), which would make this more than just a social event at which she may have had a drink." Finally, the vignette showing an online narrative description without a violation of patient confidentiality had the lowest consensus for investigation of all of the vignettes (16%; 7/48) ( Table 2 ) and elicited only 1 comment: "We would need more information before deciding how to handle this report" (Appendix). Figure 3 shows specific content from the low-consensus vignettes.
To better characterize this information, we also assessed outlier boards. Three respondents (6%) indicated that the board was either "likely" or "very likely" to investigate each of the 10 vignettes; one of these provided additional clarification in a comment: "Board policy is to open and investigate all complaints received." One respondent indicated "don't know" for all 10 vignettes and added this comment after each vignette: "Would be referred to Professional Compliance Office." No boards responded that they were either "unlikely" or "very unlikely" to investigate all 10 vignettes.
DISCUSSION
This national survey of state medical boards shows high consensus about probable investigation for certain online behaviors. We present evidence that most boards are likely to investigate reports of online misinformation, inappropriate communication with patients, and posting of patient images without consent. Of note, these violations clearly parallel common offline violations, as well as established statutory (22, 23) and professional codes (24) that may provide licensing boards with the highest clarity for action.
Our findings provide specific examples of online behaviors that should be considered "never" behaviors for physicians to maintain expected levels of professionalism online and avoid possible investigation by state medical boards. Although the avoidance of such behaviors alone is certainly not sufficient to attain the high levels of professionalism expected from physicians, our approach helps to apply the Hippocratic tradition of "first, do no harm" to the online environment.
We also found that likelihood of investigation in "gray areas," such as posting narratives about clinical encounters, derogatory speech, and alcohol use, varied depending on context. Physicians who post narratives about patients with potential identifiers risk investigation, but our data also 
Discriminatory Speech Online
A concerned staff member at a local hospital reports discriminatory language on a physician's Facebook page: "I saw this homosexual patient who came in complaining of dysuria and wants me to help. Well…that's what you get for being gay. I really don't feel any compassion for these people-they don't deserve antibiotics, they need to change their behaviors." 50% to 75% of respondents indicated that investigation was "likely" or "very likely." Photograph courtesy of Dr. Greysen. provide reassurance that licensing authorities are unlikely to investigate narratives of patient encounters with meticulous attention to protecting confidentiality. Some have argued that an even higher standard could include sharing such narratives with the patients described and obtaining their assent before posting the material online (25, 26) . In cases where this is impractical, physicians could seek advice from colleagues before posting patient narratives online. In a similar manner, although derogatory or discriminatory speech seems less likely to provoke investigation by medical boards than more egregious or "never" behaviors, new policy on social media use issued by the FSMB in 2012 clearly indicates that state boards have the authority to discipline physicians for the use of social media to make derogatory or discriminatory remarks about patients (13). Moreover, broader principles for medical professionalism, such as altruism and the primacy of patient welfare (2), would suggest that the best practice for physicians is to avoid this behavior altogether.
Academia and the Profession
Finally, our data suggest that online images of physicians consuming alcohol where intoxication is not implied are unlikely to draw unwanted attention from boards, provided that there are no other "red flags," such as evidence of drinking while on duty or an established history of alcohol or substance misuse. This finding is consistent with the general stance of medical boards toward alcohol use; boards are most concerned about the use of alcohol when it endangers the public or is problematic as manifested by patterns of abuse (for example, dependence or alcoholism) (27).
These gray areas collectively suggest a need to expand the current dialogue about online professionalism to create standards with even broad consensus about what is or is not appropriate online behavior for physicians that parallel standards for offline professional behavior.
Our findings build on previous studies of social media use among health care professionals (8 -12, 28, 29) and have particular relevance for shaping future practice. Recent data show that unprofessional use of the Internet does not cease once medical students graduate, and although there may still be a generational effect for social media use, recent trends show increased use among age groups mirroring the demographic characteristics of most licensed physicians (30) .
Beyond the potential for board investigation, there may be other legal consequences for violations of online professionalism as depicted in our vignettes, especially if these trends continue. Hospitals may suspend or terminate privileges; employers may terminate employment and could even bring suit against physicians for negative publicity as a consequence of unprofessional content posted by physicians. Likewise, patients could bring suit for violations of privacy under the Health Insurance Portability and Accountability Act that could also be prosecuted by the Department of Health and Human Services.
Finally, as more patients and practicing physicians use social media, greater awareness of potential pitfalls among both parties will be essential to ensuring high standards for online professionalism among physicians and appropriate interactions between patients and physicians online. Indeed, several studies have suggested that such social networking interactions as "friending" between patients and their physicians may be inappropriate (31, 32) , and guidelines by the FSMB and American Medical Association provide specific guidance on maintaining a separate professional online presence and limiting public access to physicians' personal online presence (13, 14) .
Our study has several limitations. Our vignettes were hypothetical and asked respondents to indicate the likeli- Fewer than 50% of respondents indicated that investigation was "likely" or "very likely." Photograph courtesy of Dr. Greysen.
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hood of further investigation; they were not asked to speculate what disciplinary outcomes might occur as a result of investigation. Although we developed our vignettes on the basis of current literature, media reports of actual violations, and extensive input from key informants, we were not able to capture all possible violations of online professionalism and our survey instrument was not validated in an external sample.
Although our response rate was high (71%), there may be response bias toward boards with experiences of physician violations of online professionalism and reactions to these violations may differ among nonresponding boards. There was no substantial variation in responses by region, and we did not receive responses from any of the 4 U.S. territories (Puerto Rico, Guam, the U.S. Virgin Islands, and the Northern Mariana Islands). Finally, in some states, the attorney general's office or a similar entity investigates claims received by the medical board rather than the board itself. Some boards accordingly may believe that certain violations merit investigation but would probably not be investigated on the basis of the priorities of these entities. Although we did not survey persons at these entities directly, we instructed respondents to discuss the study vignettes with these persons or other key staff if they believed it was necessary or beneficial to formulate their responses about likely investigation.
In conclusion, we found a high degree of consensus among state medical boards about the likelihood of investigation for certain online behaviors, whereas consensus in other areas was lower and more dependent on context. Physicians should be aware of the potential consequences for online behaviors as depicted in these vignettes and apply the same high ethical and professional standards in their online actions as they would in their actions offline. Our findings underscore the need for more continuing education of physicians in practice about potential interpretations and consequences of online actions so that their social media presence can be a professional benefit instead of a liability. Disclaimer: Dr. Greysen had full access to all of the data in the study and takes responsibility for their integrity and the accuracy of the data analysis.
